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FortiClient Endpoint Security is a unified security agent for Windows computers that integrates personal firewall, VPN, antivirus, anti-spyware, anti-spam, and
web content filtering into a single software package. FortiClient has a sophisticated, user-friendly interface that allows for quickly setting up protection for your
computer.
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Installing FortiClient

FortiClient is installed interactively on the computer using the Installation Wizard. To install
FortiClient on your Windows computer, run the *.exe or *.msi file after downloading it from
the Fortinet website.

After the dowload completes, double-click on the installer file to run it.

1. Inthe FortiClient Setup screen, select the FortiClient SSL VPN check box to install 8 FortiClient Endpoint Security Setup S[E
it.

2. Atthe Welcome screen, click Next. It is recommended that you close all running ap-
plications before proceeding with the installation.

3. Atthe Choose Installation Type screen, select the Free Edition or the Premium
Edition. If you are installing the Premium Edition, enter the license key the field
provided. Click Next.

4. Atthe End-User License Agreement screen, select the “I accept the terms of the
License Agreement” check box and click Next.

5. In the Choose Setup Type screen, select one of the following:
. Complete — All features of FortiClient are installed.
. VPN and Firewall — Installs only VPN and Firewall features.

. Custom — Choose the features to install and file location. Recommended for
advanced users.

6. Click Install to begin the installation. During installation, your network connections
may be temporarily disconnected.

7. Atthe Completed page, click Finish.

8. When the installation is complete, the FortiClient Configuration Wizard opens. Use
the wizard to schedule, update, and start an antivirus scan.

Anti-Virus Scan ¢

Welcome to the FortiClient Endpoint
Security Setup Wizard

The Setup Wizard will install FortiClient Endpoint Security on
your computer. Clicdk Next to continue or Cancel to exit the
Setup Wizard.
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To update anti-virus definitions
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To create an SSL VPN connection
Go to VPN > Connections.
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Click Advanced and select Add. 7
In the New Connection window, enter the Connection Name. Name Gatewsy /Poicy Server VPN Type  Authenticstion  Status
Select the SSL VPN type.
Enter the IP address or the fully qualified domain name (FQDN) of the remote gateway. Se—
Enter the Username and Password for the remote gateway. 2 Soppecion
. Connection Mame

Click OK. VPN Type @) Automatic [Psec

To create a manual IPSEC connection Manual[Peee

) SSLYPN
Go to VPN > Connections. O
Click Advanced and select Add.
In the New Connection window, enter enter the Connection Name. )
Select the Automatic IPSEC VPN type.
For Policy Server, enter the IP address or FQDN of the FortiGate gateway. E—
Click OK.
Optiors
To create an automatic IPSEC connection e
Keep IPSec service wnning forever unless manually stopped

Go to VPN > Connections. (7] Beep when connzcion e occurs
Click Advanced and select Add. ) Continuously @ Stap after B0 | seconds

In the New Connection window, enter the Connection Name.
Select the Manual IPSEC VPN type.

Enter the IP address and netmask of the network behind the FortiGate unit.
Select the Authentication Method.

Enter the Preshared Key.

. Click OK.
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Firewall Protection ¢

To select a firewall mode
By default, FortiClient firewall runs in Normal mode to protect your system. Go to Firewall
> Status to select a firewall mode (protection level):

Enter the IP address or the fully qualified domain name (FQDN) of the remote gateway.
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. Deny all — Blocks all the incoming and outgoing traffic. el Mok
. Normal — You can select from the three protection profiles: © Doyl Profi
. . . . . . . () Basic home use () Basic business @ Custom prafile
» Basic home use — Allows all outgoing traffic and denies all incoming traffic. © Nomal Defaull profle, Fiewall can be fuly customized
Select this profile if your PC is a standalone home computer and not connected © Passdl
to other networks or PCs.
) ) . § . i § M etwark, statistics:
» Basic business — Allows all outgoing traffic, allows all incoming traffic from the W 100
trusted zone, and denies all incoming traffic from the public zone.
» Custom profile — The Custom profile allows you to configure the application
level permissions, network zone permissions, and advanced firewall filtering
rules. This is the default profile.
. Pass all — No firewall protection. A
To customize security settings
For the public and trusted zones, you can use the default high, medium, or low level secu- ] 0
rity settings. Go to Firewall > Network to customize the security levels. 5 hours 5 minutes
»  High — By default, incoming connections are allowed only if there are listening ports [N TR ety - L e (et -
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. Medium — By default, most connections are allowed unless you customize the
settings. Note that the default medium security level settings for public and trusted
zones are different:

» For public zone, the incoming ICMP and NetBIOS packets are blocked.

» For trusted zone, these packets are allowed.
» Low Packet level rule is disabled and application level control is on.
. Low — Packet level rule is disabled and application level control is on.

Disable taskbar notification for blocked network iaffic
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Visit these links for more information and documentation for your Fortinet product:

Technical Documentation - http://docs.forticare.com  Training Services - http://campus.training.fortinet.com
Fortinet Technical Support - http://support.fortinet.com Fortinet Knowledge Center - http://kb.forticare.com



